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Beware of Scams! 
 

Gift Card Scams – these can be either by email or phone calls.  Someone 
generally posing as someone you know asking you to buy gift cards and 
provide them with the gift card numbers or to scan pictures of the gift cards 
to them and they will reimburse you the funds.  You will receive a check for 
the funds, but the check will come back unauthorized and the funds on the 
gift cards will be spent by the fraudster. 
 
Loan Scam – not all online loan companies are what they say.  The newest 
loan scam will offer to match you with the best loan company for your needs.  
They will email you paperwork to fill out and ask for a debit card number for 
the loan processing fee if you are approved.  They will then ask for your 
routing number and account number too electronically deposit the loan funds 
into.   
 
Phone Scam – you will receive a call from someone stating they work for a 
specific company and that you owe them money, but to cancel the 
transaction they will need to access your computer.  By giving them access 
they will have access to everything on your computer including passwords. 
 
Smishing Scams – you may receive a short or vague email or text message 
with a link to look up more information.  With the holidays approaching they 
could say regarding your order or regarding your package.  By clicking on the 
link it will give the scammer full access to your device.  Please always go to 
the specific website you ordered from to get any additional information or 
tracking. 

 

Let us help you get ahead financially! 
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